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Abstract Overview of the Services Oriented Architecture Steganalyze

In this prospectuswe are proposing to
develop a unified Steganalyzerthat can not
only work with different mediatypessuchas
Images and audio, but further is capable of
providingimprovedaccuracyin stegodetection
throughthe useof multiple algorithmsrunning
In parallel Our proposedsystem integrates
different steganalysigechniquesin a reliable
Steganalyzerwith distributed and Services
Oriented Architecture (SOA). The distributed
architecture not only allows for concurrent
processingto speedup the system,but also
provideshigher reliability thanreportedin the
existingliterature The extendablenatureof the
SOA implementationallows for easyaddition
of new Steganalysislgorithmsto the systemin
termsof services

The universal steganalysis technique
proposed in this prospectus involves two
processes feature extraction and feature
classification Three methods are used for
featureextraction Mel-Cepstrumand Markov
(for audio), and Intra-blocks for (JPEG
Images) The feature classificationprocessis ServiceS RGSUltS

Implementedusing neural network classifier
The unified steganalyzers testedfor JPEG f ExtensionService f Intra-Blocks Service 98.9% accuracy

Imagesand WAV audio files. The accuracyof f Complexity Service f Markov Service 96.8% accuracy
classification ranges from 96.8% to 99.8% f Mel-CepstruntService f Mel-CepstruntService 99.8% accuracy
dependingon the object type and the feature f Markov Service

extraction method In particular, an f Intra-BlocksService

enhancementof Mel-Cepstrum technique is

proposedthat achievesan accuracyof 99.8%. Markov Services

This is significantly better than detection

accuracyof 89.9% to 98.6% [Liu 2011 where

evena much larger training datasetwas used

thanours

Steganalysis

It is the art of discovering
Invisible communication
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f Implemented a multi-algorithm, high
reliability steganalyzerbased on Services

OrientedArchitecture
f The implemented steganalyzer is scalable,
] . allowing the addition of new servicesto integrate
Universal Steganalysis othersteganalysialgorithms
f The steganalyzeisupportsconcurrentprocessing
which enhancegs speed
f CurrentlysupportsIPEGandWAV types

Clean image Stego image

Featureaxtraction

A set of distinguishingstatisticsis

obtainedrom the object f Universal(blind) steganalysisechniquesare

Implemented

Featureclassification f A multi-stage neural network classifier is
f Training designedfor each techniquethat achieves
f Testing Markov transitionprobability of the reliableresults

secondrderderivative(Stegowav)




