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Abstract
Blockchain technology has the power to
fundamentally change the way people have
executed their wills for decades. This
technology could be used to establish a
distributed ledger of wills that would
maintain a secure record of the wishes of a
testator for the distribution of assets post
mortem. A blockchain may serve as an
accurate, authentic and safe record of the
last wishes of a testator for the disposal of
his/her assets [1]. This study proposes the
creation of a blockchain that encrypts a will
to make it safer by reducing the possibility
of its loss or being tampered with. Although
this latest technology can challenge some
of the current statutory laws, it is viewed as
an achievable near future legal approach.

Traditional will and a crypto-will

Problem Statement
With the growing utilization of Blockchain
technology, it is anticipated that majority of
the legal services will be carried online. It is
crucial for the new online platform to posses
identical characteristics with the
conventional application. Therefore, this
study analyses the features of blockchain
and Will construction (Fig.1) and proposes a
viable platform for Crypto-Wills (Fig. 2)
empowered by Smart Contracts.
Features of a Blockchain
Data tracking and storage: The
decentralization of data decreases the
potential to tamper with data.
Trust in data: Since blockchain is
unhackable, it offers a suitable platform for
storing information and documents. [2]
Removal of intermediaries: This type of
trusted peer-to-peer interaction with the data
can revolutionize the way we access, verify
and transact with one another.
Features of a Will
• A Will has to be in writing.
• A Will can be created at any point of time

in the life of the testator.
• A Will can be altered many times and

there are no legal limits as to the amount
of times it can be altered.

• A Will can be withdrawn at anytime during
the lifetime of the testators by themselves.

• Two or more witnesses must attest the
Will, each of whom should have seen the
testator signing the will.

• The testator appoints an executor. The
Will confers the powers onto the executor
to bequeath the assets as per the
testator’s wishes.

• A Will has to be registered, as it provides
strong legal evidence about the validity of
the Will. Once a Will is registered, it is
secured and therefore cannot be
tampered with, destroyed, mutilated or
stolen.

• A Will is released only to the testators
themselves or, after their death, to the
executor who produces the Death
Certificate.

• A Will is enforceable only after the death
of the testator.

Conclusions
Crypto-Wills are gaining significant attention due to the convenience, security and flexibility blockchain
brings to the users. Firstly, a Crypto-Will has the advantage over a conventional paper Will because it
cannot be damaged, lost or stolen. Blockchain ensures that the will is a unique, immutable, time-stamped
digital entity providing enhanced security compared to its traditional counterparts. Similarly, Crypto-Wills
become resistant to alteration or tempering. The distributed network implies that the copy of the Will
exists across multiple nodes and a discrepancy between versions would be flagged making them secure.
A Crypto-Will also ensures privacy since the testator and the beneficiaries can only be identified by their
‘crypto-addresses’. In the event of death, the Crypto-Will is executed by a double screening process with
both the programs confirming the death independently. Such wills also bypass the need for
intermediaries such as executors, lawyers or witnesses. Given that Crypto-Wills will also significantly
reduce the probability of human errors the expectation is that their utilization is going to increase at a
high pace in the near future.

Proposed Crypto-Will Platform
The Crypto-Will steps proposed in this study (Fig. 3) are:
1. The testator codes their Will and lists their assets and their beneficiaries.
2. The testator and the beneficiaries are secured via crypto address to secure privacy.
3. The bodies that hold the assets, are linked with a smart contract that will help in bequeathing the

assets to the beneficiaries. Therefore, when the testator dies, this smart contract will automatically
inform the bank, for example, to change the liquid assets to the concerned beneficiary’s name.

4. The Will has a double-screening layer:
i. The Will is linked to the national database that records the birth and death of its citizens. When

the testator’s death is recorded, the blockchain will trigger the Crypto-Will to be executed.
ii. The Crypyo-Will is also linked to an alert software program that sends a monthly ping to the

testator that they shall answer to verify that they are alive. If a set number of notifications are
unanswered, the software verifies that the testator is dead.

5. The Crypto-Will will be executed when both these programs confirm the testator’s death in their own
capacities. These two layers make the Crypto-Will tamper-proof.

6. Any changes in the Crypto-Will by the testator will be flagged by the system.
7. Following the death of the testator, the Will is automatically executed via Smart Contract.
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Fig. 1. Traditional Will

Fig. 2. Crypto-Will

Discussion
For a Crypto-Will to be valid, the following conditions must be met.
A Will has to be in writing. The crypto-will is encrypted in a code and written in a block.
An executor has to be appointed in a conventional Will. In a Crypto-Will the software will act as an
executor and bequeath the assets as per the Will.
Two or more witnesses must attest the Will, each of whom should have seen the testator signing the Will.
The purpose of having witnesses sign is to validate that a Will is written by the testator. The nature of the
Crypto-Will being decentralized and secured serves as these two required witnesses.
A traditional Will on paper has to be protected in a secure location. The Crypto-Will possessing
blockchain features implies that it is secure in addition to being tamper-proof.

Fig. 3. Proposed Blockchain-based Crypto-Will Structure
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