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Methods

e Used Qiskit, Python3, and Jupyter
Notebooks for live quantum forensic
analysis.

Simulated quantum circuits on an IBM
Aer simulator called (gasm simulator) s N
then ran tests on the real IBM Osaka s
quantum device. [17] AN
Observed differences in results due to 5 I’/ﬁ>

Abstract

« Examines the Ilimitation of
research in quantum forensics.

« Proposes a methodology for

performing live digital forensics
on a real quantum computer.

Utilizes Pauli-X and Hadamard
gates to manipulate qubit state
without measuring the data.

noise in real quantum devices.
Initially, we built a circuit containing two
quantum qubits and two classical qubits. =

« We ran the same circuit with the

same procedures on [IBM's

1 Osaka quantum computer. This
. time, things were a bit different.

= = In a real quantum computer,

there’'s noise—small errors that

affect the results. This meant that

when we took multiple shots, the

results is a bit more different than

Jo

Introduction

* Over the last few years, Quantum
Computing has become the most
interesting technology in terms of
providing a safe, wuseful, and

The two qubits are 1nitially in state (0)

applicable environment and . . . .
implementation strategies. Nty p Inthe I(%eal SImUIatIO?' o
e  The idea of quantum computing is = = Conclusion and Limitations

based on two fundamental concepts
of quantum physics: superposition
and entanglement. [1] Analysis and Results

 In quantum computing, qubits—a
value (0 or 1) and a polarization—
are utilized in place of bits. These
quantum qubits are essential to
quantum cryptography.

« Any attempts by unauthorized
parties to read or modify the qubit
will eventually be destroyed. [2]

« The paper experiment showed
that it is possible to perform live
forensics on a real quantum

 Applying a Pauli-X gate to (q0), as computer.
shown in the figure below, will flip the Even with the noise and
(qO) state into (1), Therefore, the challenges of real-world quantum
probability of amplitude of (01) is (1). systems, we successfully

recovered the qubit's original
state without collapsing the data.

Moving forward, @ minimizing
noise in quantum systems will be
key to improving accuracy, but
this work is a big step toward
developing gquantum digital
forensics.

Quantum Circuit

A set of quantum gates that affect
one or more qubits 1s known as a
quantum circuit. [3]

* When the Hadamard gate 1s applied to (q0),
as shown the figure below, it puts the gate
into a superposition state of two potential

 The circuit F)perates in a specific values (00) or (01). References
sequence, with the gates arranged _
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without measuring the data, avoiding the
collapse of the quantum system.




