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Abstract

The purpose of this project is to plan,
layout and build an Arduino-based
functional security system. The point of
the system is to protect a desired area by
flashing a bright light and taking a picture
when an unauthorized person enters the
area. The ideal function of the security
system Is to refer to the database of
faces prior to allowing or denying access.
Also, we plan on using the Firebase
platform to enable |IOT connectivity so the
system can notify the user. The project
has been implemented and its proposed
functions are verified. More features
could be added into the system to further
enhance its online connectivity and face-
recognition capability.

Objectives

Low-cost, smart and effective home
Intruder detection system is important to
ensure the safety of home property.
Traditional security system is heavy, bulky
and costly. Furthermore, they cannot send
Information online because they don't
have a smart “brain”. Hence In t his
project we aims at developing a smart
Arduino-based ultrasonic security system
to provide a reliable, customizable, and
cost-effective  security  solution  for
protecting a property against unauthorized
access. Furthermore, it Is customizable
and can be tailored to meet specific
security needs. The sensitivity of the
ultrasonic sensor can be adjusted, and the
threshold value can be set to detect only
motions, reducing the likelihood of false
alarms. It is easy to install, “smart”, user-
friendly, and cost-effective compared to
traditional security systems.

The goal of this project is to develop an
Arduino-based security system using
ultrasonic sensors. It should be low-cost,
affordable, easy to use. It would also allow

users to change the settings and
parameters of sensing. It will offer the
functions of protection, detection as well
as reaction. If intruders are detected, it will
sound alarm to deter intruders, and even
take pictures of intruders to send to
homeowner’'s smartphones via wireless
communication.

Methodology/Project Design

Our goal is to protect a location/item of
Importance. To accomplish this goal our system
must be able to:

1). Detect: by using an ultrasonic sensor

2). Protect: by flashing a bright light and notifying
the owner

3). React: by taking a photo of the intruder

These three goals will be supplemented by 10T
technology and facial recognition, strengthening
the base capabilities of the system.

Working principle of Arduino-based ultrasonic
security system: It utilizes an ultrasonic sensor to
detects an object in its range. The Arduino board
then processes this signal and compares it to a
predefined threshold value. If the signal is above
a preset threshold value, it triggers an alarm or
sends a notification to the user, indicating that
unauthorized motion has been detected.
Furthermore, it has a built-in camera to take
pictures of the intruder and save them in internal
microSD card. It can also connect online via its
wireless module and send those photos to the

homeowner’s smartphone instantly.

The parts used in the project include:
® Arduino Nano
® Ultrasonic Sensor

® ESP32-Cam
® Power Supply Module

The following diagram shows the method of
IOT (Internet-of-Things) based data storage
and transmission. The ESP32-Cam has inbuilt
WIFI| capabilities, which allows it to send the
photos it saves on a microSD card to Firebase.
We then pull these photos to display them on
our webapp.
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Firebase is a web and mobile application
development platform powered by Google.
When an unauthorized intruder is detected, the
camera can start taking photos and send them
to cloud server. This can help identify the
intruders after the event.

Benefits of the Arduino-based ultrasonic

security system include:

O Real-time monitoring of property, even
when owner is not at home.

O Customizable settings to fit specific
security needs.

O Easy Installation and
interface.

O High level of accuracy and reliability.

user-friendly
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Results and Discussions

NI

The proposed Arduino-based ultrasonic
security system has been implemented
successfully, as shown in the above picture.
The system has been verified to detect the
proximity of approaching person and perform
the expected alarm function. In this project,
the Arduino microcontroller is the smart
“brain” of the system. Proper coding has to
be designed to ensure the correct functions
of the system. The signal reliability between
Arduino and different sensor/camera/wireless
modules are Important to ensure the
reliability of the system. The Arduino board
must process the data from the ultrasonic
sensor accurately and efficiently. Failure to
do so may result in delayed response times
or Iinaccurate readings, compromising the
effectiveness of the security system.

The system is only a prototype at this time.
We plan to use 3D printing technique to
make a case to enclose all the components
Inside, plus press buttons for users to set its
features. It also has potentials for further
expanding its features. For example, we may
Incorporate human  face recognition
technique to recognize owner from intruders.
Integrating face recognition technology into
an Arduino-based security system provides
an additional layer of security, enhancing its
effectiveness and reliability. This can also
help prevent fake-alarm when the real home
owner approaches the property. However,
this is more demanding on the hardware.
Some face-recognition modules need to be
purchased to be integrated into the system.

Conclusions and Future
Work

In this work, an Arduino-based ultrasonic
security system has been designed and
Implemented. It is verifled to perform the
desired sensing/alarm functions as expected.
One of the reasons why we selected this
project was because of how easy it is to build
upon the base of a security system There is a
lot of potential avenues that can be explored
with the system, like a face tracking camera,
the ability to alert the authorities, and smart
lock functionality. We hope that this project
will be a precursor to the work we will do after
our graduation, work that will help make the
world a better, more secure place.




